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(54) A monitoring system for a remote telephone station 



(57) An advanced call monitoring feature which 
adds an active voice path only between the called party 
(114), e.g. a victim, and the monitoring party (116) so 
remote location of the called party and the monitoring 
personnel. The active voice path allows monitoring per- 
sonnel to give instructions or encouragement the called 



party during lulls in the conversation with the calling par- 
ty, thus the law enforcement personnel can be actively 
engaged in the call between the calling party and the 
called party, even though the monitoring station may be 
many miles away. This new feature functionality en- 
hances the capabilities and utility of CALEA monitoring. 
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(57) An advanced call monitoring feature which 
adds an active voice path only between the called party 
(114), e.g. a victim, and the monitoring party (116) so 
remote location of the called party and the monitoring 
personnel. The active voice path allows monitoring per- 
sonnel to give instructions or encouragement the called 



party during lulls in trie conversation with the calling par- 
ty, thus the law enforcement personnel can be actively 
engaged in the call. between the calling party and the 
called party, even though the monitoring station may be 
many miles away. This new feature functionality en- 
hances the capabilities and utility of CALEA monitoring. 
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Description : > 

BACKGROUND QF THE INVENTION 

[0001] This: invention relates to telecommunications 
and, more particularly, to a telecommunication monitor- 
ing system which monitors both fixed and mobile sys- 
tems. 

[0002] The rapid pace of innovations and technologi- 
cal advances within the telecommunication industry has 
severely challenged the law enforcement, community 
ability to conduct authorized electronic surveillance in 
order to monitor criminal activity over telecommunica- 
tion resources; Resources such as wireless telephones, 
cellular telephones, wideband wireless telephones, 
packet data networks that send voices and/or messages 
over multiple routes over a network having multiple 
paths, all make monitoring very difficult. In 1994 the 
Communications Assistance for Law Enforcement Act, 
hereinafter referred to as CALEA, was enacted to re- 
quire carriers to assist authorized surveillance; 
[0003] CALEA requires telecommunications carriers 
to ensure that the carriers' equipment, facilities, and 
services are able to comply with authorized electronic 
surveillance orders: At least since June 30, 2000, a 
known and used surveillance system that complies with 
CALEA is the passive monitoring of voice paths system 
shown in FIGs. 1 and 2. 

[0004] FIG. 1 shows a system 100 of equipment for 
use by authorized personnel to monitor a callfrorrra call- 
ing party to a called party. The system 1 00 has a station 
104, which is used by the calling party who often is a 
crime suspect: Calling station 104 is connected to the 
public switched telephone network (PSTN) 1 08. Calling 
station 104 is shown as a typical fixed telephone con- 
nected by a wire 1 06 to PSTN 1 08, but station 1 04 could 
also be a wireless station, an Internet net-to-teiephone 
station or a pay telephone depending on the character 
of the suspected activity of the calling party. For exam- 
pie, a member of organized crime might have the calling 
station 1 04 at his or her home, the location of which does 
not help law enforcement in fighting organized crime 
- since such locations are already known. On the other 
hand, if a kidnapper is using station 1 04 he or she would 
want to keep his or her location and identity secret since 
finding a kidnapper often leads to finding the kidnapper's 
victim. So when a criminal suspect wants his or her lo- 
cation a secret, he or she can use a pay telephone and 
keep the session short to keep law enforcement from 
determining the pay telephone location. Another way for 
a criminal suspect can keep his or her location and iden- 
tity secret is to use stolen wireless telephones and 
keeps the session short since wireless telephone loca- 
tion techniques are easier and faster than pay tele- 
phones. It is worth noting that no matter what kind of 
telephone the criminal suspect uses, calling station 104 
is connected to the PSTN 108. 

[0005] PSTN 1 08 is connected by means of telecom- 



munications switch 110 in one way or another to the 
called party station" 114. Most times the location of the 
called party station 1 14 and the identity of the called par- 
ty are known to monitoring the party. Typically the called 

5 party knows the called party station 114 is being moni- 
tored, but in some cases the called party does not know 
that As before in the case of organized crime, the called 
party at the called station 1 1 4 might not know he or she 
is being monitored, but in organized crime cases, the 

w called party might expect one or both ends of conversa- 
tion to be monitored. Because monitoring is expected, 
the called party might take precautions such as use a 
wireless telephone of the cellular or wideband handheld 
communication device, and move around in order to 

15 make possible monitoring attempts difficult. For such 
cases, it is important to monitor mobile called party tel- 
ephones. 

[0006] The more challenging situation for monitoring 
personnel is not an uncommon one. This situation oc- 
20 curs when the called party is a victim of criminal activity. 
In such a situation, the called party at station 114 knows 
about and agrees to monitoring by a law enforcement 
party at monitoring station 116. For existing monitoring 
arrangements, most often the law enforcement party is 

25 located nearby. Monitoring, as shown in FIGs. 1 and 2, 
is provided by the switch 110. The switch 110 is con- 
nected to both the called station 1 1 4 and the monitoring 
station 116. The bridge 111 in FIGs. 1 & 2 is part of the 
switch 110. The connections between the switch 110 

30 and the stations 114 and 116 are by means of the all 
encompassing PSTN 108. The specific connection be- 
tween station 114 and station 116 is by a bridge 111, 
which can be part of switch 110, or it can alternatively 
be an adjunct u nit to switch 110. 

35 [0007] FIG. 2 shows a simplified operation of the 
known monitoring system 100. The typical monitoring 
situation, as shown by the first row of FIG. 2, has calling 
station 104, usually operated by a criminal; called sta- 
tion 1 1 4, usually operated by a victim or co-criminal; and 

40 monitoring station 116 monitored by law enforcement 
personnel. As shown by the second row of FIG. 2, calling 
station 1 04 is lifted off-hook and calls the called station 
114. The call causes called station 114 to ring according 
to typical operation: Atypically, except for CALEA or sim- 

45 Uar monitoring, bridge 111 also sends a separate ring 
signal to monitoring station 116 to alert the monitoring 
personnel of the incoming call without providing a ring- 
back signal to either the calling station 1 04 or the called 
station 114. As shown by the third row of FIG. 2, station 

50 116 going off -hook to "answer" the call does not affect 
the ringing of station 114 or the ring back tone heard at 
calling station 1 04, but it does stop the ringing at station 
1 1 6. At this point, station 1 1 6 has a "passive" connection 
to calling station 104, so the ring back tone of station 

55 114 can be heard over this passive connection, as 
shown in the third row of FIG. 2. If station 1 1 4 goes off- 
hook to answer the incoming call, a "normal" connection 
will be connected between station 104 and station 114. 
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! At the same time, bridge-Hi will maintain the passive 
connection to station 116 so both sides of the call can 
be -heard: by monitoring personnel, but spoken words 
arid/or background noises at station 116>re rsblated 
from station 114 and station 104. ' .'V' 
[0008]; In normal monitoring situations, called party at 
station 1 1 4 is located nearby to station 1 16. The nearby 
location of monitoring station 1 1 6 is an expediency since 
in the known monitoring system 100 the monitoring sta- 
tion 116 is for listening -only, communication between 
law enforcement personnel and the called party is by 
whispers, notes or gestures, all of which must be located 
nearby. All because monitoring station 116 does not 
have an outbound voice path that accepts voice or other 
sound inputs from monitoring personnel to the called 
party. Such whispers, signs and gestures are stressful 
to the called party when he or she is on a two-way conr 
versation with the calling party and at the same time try- 
ing to understand what the monitoring personnel want 
the called party to say to the calling party. Additionally, 
with the popularity of hand-held arid car-mounted wire- 
less telephones, the called station 11 4 could be in a car 
or in a park, so wireless telephoneis may mean whispers,, 
signs and gestures would be very difficult and very im- 
practical to provide by the monitoring personnel. With- 
out the close proximity and communication of the called 
party with the law enforcement, monitoring personnel; 
critical instructions and encouragements to the called 
party (often a victim) are not available in the known sys- 
tem 100. 

SUMMARY OF THE INVENTION 

[0009] The above problems are solved, and a number 
of technical advances are achieved in the art, by a mon- 
itoring system that provides capabilities and services 
beyond the existing ones. This is accomplished by pro- 
viding an additional secure voice path for an affected 
call and an ability to support a monitoring station which 
is used by monitoring personnel. This monitoring can be 
accomplished at a locaition that is remote from the called 
stations if circumstances require such. 
[001 0] In accordance with one aspect of the invention 
a method for monitoring calls is provided, having a step 
of setting up a secure voice path to a monitoring station 
after an identified call is set up between a calling station 
and a called station. This secure voice path makes both 
sides of the call available at the monitoring station with- 
out being detectable. The method also has a step of pro- 
viding a voice path between the called station and the 
monitoring station. The voice path from the monitoring 
station to the called party station enables instructions 
and encouragement to the called party without the 
knowledge of the calling party. 

[001 1] In accordance another aspect of the invention, 
a system is provided including a first station calling a 
second station causing a ringing signal to be sent to the 
second station; a bridge connecting the second station 



to a third station causing a second ringing signal at the 
third station. The bridge isolates the ringing signal of the 
second station from the ringing signal of the third station 
such that answering a call at the third station before the 
call is answered at the second station will not affect the 
ringing at the second station. The bridge afeo connects 
. the third station to the second station after the third star 
tion goes off-hook to answer the call in order to passively 
monitor a voice path between the first station and the 
second station. Further, after the second station goes 
off-hook to answer the call, the bridge connects an ac- 
tive voice path between the third station and the second 
station such that signals from the handset of the third 
station are bridged to the second station without the sig- 
nals being connected to the first station. 
[0012] In accordance with another aspect of the in- 
vention, the shortcomings of the art are overcome and 
an advance in the technology achieved by providing a 
system including a first station calling a second station 
causing a ringing signal to be sent to the second station; 
a bridge connecting the second station to a remote third 
station causing a second ringing, signal at the remote 
third station. The bridge isolates the ringing signal of the 
second station from the ringing signal of the remote third 
station such that answering a call at the third station be- 
.fore the call is answered at the second station will not 
affect the ringing of the second station. The bridge ad- 
ditionally connects the remote third station to an aural 
portion of the second station after the remote' third sta- 
tion goes off-hook to answer the call in order to passively 
monitor the call voice path between the first station and 
the second siation. Further, after the second station 
goes off-hook to. answer the call, the bridge connects an 
active voice path between the remote third station and 
the second station. such that signals from the handset 
of the remote third station are bridged to the second sta- 
tion without the signals being connected to the first sta- 
tion. This active voice path is between the third station 
and the second station even when mobile telephone 
equipment is used by the called party at a location that 
is remote to the third station. 



[0013] The foregoing advantageous features of the in- 
vention will be described in detail and other advanta- 
geous features will be made apparent upon reading the 
following detailed description that is given with refer- 
ence to the several figures of the drawings, in which: 

FIG. 1 is a block diagram of a system having a tel- 
ecommunications switch, a station of a calling party 
under surveillance, a station of the called party and 
a station for monitoring. 

FIG. 2 is a simplified connection diagram illustrating 
the three stations in FIG. 1 and known interactions 
of the stations. 

FIG. 3 is a block diagram of a system having a tel- 
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ecorrimuhications switch, a station of a callfng party 
under surveillance, a station of the called party and 
a station for monitoring accordmg to an embodi- 
; rhent of the invention. ' \\ : < 

FIG. 4 is a simplified connection diagram illustrating 
the three stations in FIG. 3 and their interactions ac- 
cording to an embodiment of the present invention. 

DETAILED DESCRIPTION 

[0014] Fig. 3 shows an advance system 300 for pro- 
viding for monitoring by authorized personnel of a call 
from a calling party to a called party. The system 300 
has a f irst station 1 04, which is used by the calling party. 
For the arrangement 300, the calling party is typically a 
crime suspect: Station 104 is connected to the public 
switched telephone network (PSTN) 108. Station 104 is 
shown as a typical fixed telephone connected by a wire 
1 06 to PSTN 108, but station 1 04 could also be a wire- 
less station, an Internet net-to-telephone station or a 
pay telephone depending on the character of the type 
of activity undertaken by the calling party. If a criminal 
suspect wants his or her location to be unknown and the 
location of station 104 to be unknown, he or she may 
use a pay telephone and keep the call session short to 
keep law enforcement from determining the pay tele- 
phone's location. As mentioned above, another way for 
a criminal suspect to keep his or her location and identity 
secret is to use stolen wireless telephones and keep the 
call session short since wireless telephone location 
techniques can be easier and faster than that used to 
locate pay telephones. No matter what kind of telephone 
a criminal suspect uses, station 104 is connected to the 
PSTN 108. 

[0015] From the PSTN 108 the call progresses to a 
telecommunications switch 310. Telecommunications 
switch 31 0 is very similar to telecommunications switch 
110 in FIG. 1, one difference being an improved bridge 
311. The bridge 311 has all the features of the bridge 
111, such as passive listening paths 328 and 329 to lis- 
ten to the conversation between calling party at station 
1 04 and called party at station 1 1 4, and an isolated ring- 
ing signal to the monitori ng station 1 1 6 that does not ring 
back to either station 1 04 or station 1 1 4, but also has an 
active voice path 330 shown in FIG. 4 from monitoring 
station 116 to called station 114 that can only be heard 
at called station 114. This additional active voice path 
330 provides a channel to the called station 1 14 for help 
and/or instructions to be given to the called party by the 
monitoring personnel at station 1 1 6. This active channel 
330 from monitoring station 1 1 6 to called station 1 1 4 al- 
so permits remote location of monitoring station 116. 
Thus, even though the calling party in an attempt to 
avoid monitoring forces reception of the call by the 
called party on a pay telephone or a cellular telephone 
by threats of harm, help and instructions can still be se- 
cretly voiced to the called party by remote monitoring 
personnel according to an embodiment of the present 



invention. If the called station 114 has advanced fea- 
tures, such as call waiting, automatic call forwarding, or 
even messaging, the bridge 311 inserts the monitoring 
station with the same advanced features. and the secure 

5 passive and active voice paths betweeri ultimately 
called station 114 and the monitoring station 116, all 
without detection by the calling party. ^. 
[0016] While the specification in this invention is de- 
scribed in relation to certain implementations or embod- 

10 iments, many details are set forth for the purpose of il- 
lustration. Thus, the foregoing merely illustrates the 
principles of the invention. For example, this invention 
may have other specific forms without departing from its 
spirit or essential characteristics. The described ar- 

15 rangements are illustrative and not restrictive. To those 
skilled in the art, the invention is susceptible to addition- 
al implementations or embodiments and certain of the 
details described in this application can be varied con- 
siderably without departing from. the basic principles of 

20 the invention. It will thus be appreciated that those 
skilled in the art will be able to devise various arrange- 
ments which, although not explicitly described or shown 
herein, embody the principles of the invention are thus 
within "its spirit and scope. 

25 

Claims . 

1. A method for monitoring a telephone caM, compris- 
30 ing the steps of: 

recognizing the telephone call as an identified 
telephone call from a station under surveil- 
lance; 

35 setting op the identified telephone call to a sec- 

ond station; 

after the identified telephone call is set up and 
connected between the station under surveil- 
lance and the second station, setting up a se- 
40. % cure passive voice path to a monitoring station; 

and 

connecting a secure active monitoring voice 
path between the second station and the mon- 
itoring station. 

45 

2. The method of claim 1 , further comprising the step 
of: 

monitoring the identified telephone call by the 
50 secure passive voice path and voicing support 

by the secure active monitoring voice path. 

3. The method of claim 1 or 2 wherein the monitoring 
station is at a separate location from the second sta- 

55 tion. 

4. The method of claim 1 , 2 or 3 wherein the separate 
location of the monitoring station is remote geo- 
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graphically from the second station and the secure 
active voice path connecting step comprises bridg- 
ing, connections for active monitoring voice paths 
from the'second -station to the monitoring station. 
. " ; - • ; . s 

5. The method of claim 1 , 2, 3 or 4 wherein the second 
station is a wireless station. 

6. A system comprising: 

a first station calling a second station causing 
a ringing signal to be sent to the second station; 
a bridge connects the second station to third 
station causing a second ringing signal at the 
third station; 15 
the bridge isolates the ringing signal of the sec- 
ond station from the ringing signal of the third 
station such that answering the call at the third 
station before the call is answered at the sec : 
ond station will not stop the ringing of the sec-. 20 
ond station; 

the bridge connects the third station to the sec- 
ond station after the third station goes off-hook 
to answer the call for passive monitoring of a 
voice path between the first station and the sec- 25 
ond station; and 

after the second station goes off-hook to an- 
swer the call, the bridge connects ah active 
. . voice path between the third station and the 
second station such that signals from the hand- 30 
set of the third station are bridged to the second 
station without the signals being connected to 
the first station. 

7. The system of claim 6 wherein the third station is at 35 
a remote location with respect to the second station. 

8. The system of claim 6 or 7 wherein the bridge is a 
part of a switching system. 

40 

9. The system of claim 6 or 7 wherein the bridge is part 
of an adjunct to a switching system. 

10. The system of claim 6, 7, 8, or 9 wherein the switch- 
ing system inserts the bridge for all incoming calls 
requiring monitoring by means of the monitoring 
station. 
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